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FACT SHEET
BILLS THAT JEOPARDIZE NATIONAL SECURITY AND CYBERSECURITY
September 30, 2023

The following bills will jeopardize national security and will impair national infrastructure resilience and cybersecurity. Set forth below are the most dangerous provisions in these bills and recommendations to vote against or support amendments for the most problematic sections.  The National Call for Safe Technology is a coalition of over 100 organizations and individuals advocating for technology that, among other things, preserves individual privacy and security.  

· S 1648 / HR 682: Diverting spectrum from the military.  Disapprove.
· Makes military spectrum available for commercial uses, now used for critical national security (e.g., military satellites, NASA, NOAA, military aircraft telemetry, air defense missile system). Risks hacking of military communications.  Neither bill was referred to Armed Services Committee. No impact study on nat’l security.
· HR 1123: Studying cybersecurity vulnerabilities should include 5G.  Approve only with amendments
· Expressly excludes 5G from cybersecurity study without justification.  Dept of Commerce (NTIA) to do the study, even though it lacks expertise in cybersecurity.  Significant security risks of 5G networks are well documented.[footnoteRef:1] The “5G Paradox:” increased efficiency increases security risks[footnoteRef:2] – 5G’s inherent design flaw. [1:  Why 5G Requires New Approaches to Cybersecurity, Tom Wheeler and David Simpson, Brookings Institute, Sept 3, 2019, https://www.wita.org/nextgentrade/why-5g-requires-new-approaches-to-cybersecurity/.]  [2:  https://www.lawfaremedia.org/article/lawfare-podcast-tom-wheeler-and-dave-simpson-making-5g-secure.] 

· Amend section 405 to expressly include 5G and direct DHS/CISA, who have expertise, to conduct study; if NTIA conducts the study, then must get DHS input and sign-off.[footnoteRef:3]  [3:  https://www.cisa.gov/sites/default/files/publications/open-radio-access-network-security-considerations_508.pdf.] 

· HR 4510: NTIA Reauthorization Act.  Approve only with amendments 
· Subordinates the Pentagon to centralized authority of the NTIA and FCC by requiring them and other federal users (e.g., DOD, FAA) to first submit comments to NTIA who will filter and summarize them for FCC. For DOD, creates security risks and risks of connectivity interruptions for DOD operators.[footnoteRef:4]  Incorporates HR 1123. [4:  https://media.defense.gov/2019/Apr/03/2002109302/-1/-1/0/DIB_5G_study_04.03.19.pdf.] 

· Delete Title II (to remove creating new bureaucracy for reallocating spectrum for commercial uses) and section 406 (to remove taxpayer subsidy to promote mobile network standard, not as cybersecure as wired).  Amend section 405 to expressly include 5G and direct DHS/CISA to conduct this study. 
· HR 1338: Greenlighting unlimited additional satellites.  Disapprove.
· Subordinates assessing national security risk of satellite deployment to FCC (not qualified). Will exponentially increase satellite launches and space debris, with 25,000 collision avoidance maneuvers already recorded for Starlink Dec 2022 – May 2023.[footnoteRef:5]  Requires FCC to fast-track commercial satellite approvals (60,000 pending) with licenses that almost never expire.  Unsustainable. [5:  https://www.space.com/starlink-satellite-conjunction-increase-threatens-space-sustainability.] 

· HR 3565: Reauthorizing FCC spectrum auction authority.  Approve only with amendments 
· Delete Titles IV, V, VI, VII, VIII in order to preserve spectrum for federal users, and not allow FCC to ignore comments from federal users.  Amend section 901 to define broadband as a wired connection.
· HR 1353: Granting FCC emergency spectrum power.  Approve only with amendments
· Allows FCC to grant military spectrum for commercial use in emergencies.  Compels military to expend resources on commercial interests.  With no time limits, can be used as a backdoor for reallocating spectrum without going through proper legal channels, and subverting national security. 
· Amend: Authority must be a) limited to spectrum that is already approved for commercial purposes, b) only for bona fide emergencies and c) time-limited.
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