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	Hon. Maria Cantwell, Chair
Senate Committee on Commerce, Science 
& Transportation
	Hon. Ted Cruz, Ranking Member
Senate Committee on Commerce, Science 
& Transportation


	Hon. Jack Reed, Chair, 
Senate Armed Services Committee
	Hon. Roger Wicker, Ranking Member, 
Senate Armed Services Committee


	Hon. Gary Peters, Chair
Senate Committee on Homeland Security
	Hon. Rand Paul, Ranking Member
Senate Committee on Homeland Security


	Hon. Ben Ray Lujan, Chair 
Senate Subcommittee on Communications, Media, and Broadband 

	Hon. John Thune, Ranking Member
Senate Subcommittee on Communications, Media, and Broadband 


	Hon. Mike Rogers, Chair
House Armed Services Committee

	Hon. Adam Smith, Ranking Member,
House Armed Services Committee 



Re:     National Security Risks of S.1648 (HR 682), HR 1123, HR 1353, HR 4510, HR 3565, HR 1338
Dear Chairs Cantwell, Reed, Peters, Lujan, and Rogers, and Ranking Members Cruz, Wicker, Paul, Thune, Smith:
You will soon be asked to support six dangerous bills— S.1648 (HR 682), which is already on the legislative calendar for the full Senate, HR 1123, and HR 1353, which have already passed the House and are before the Senate Commerce Committee, and three others likely to arrive soon in the Senate, HR 4510, HR 3565, and HR 1338, which passed unanimously out of committee in the House. 
Please be forewarned. These bills will jeopardize national security and homeland security and together with HR 3557, and other wireless industry-drafted bills, will impair national infrastructure resilience and cybersecurity--all for the narrow commercial benefit of the wireless industry. This memo documents the most dangerous provisions in these bills and urges that you either vote against them or support amendments to these bills for the most problematic sections, as set forth below.  
These bills concern serious national, homeland, and cyber security issues which are so grouped below.  A summary of the recommendations are listed first, followed by the issues.
The National Call for Safe Technology is a coalition of over 100 organizations and individuals advocating for technology that preserves individual privacy and security.  The preservation of those principles would be affected by any threats to cybersecurity or to our national security.

Summary of Recommendations:
· S. 1648 (HR 682): Disapprove.
· HR 1338: Disapprove.
· HR 3565: Approve only with amendments 
· Delete Titles IV, V, VI, VII, VIII to preserve spectrum for federal users, and not allow FCC to ignore input from federal users.  
· Amend section 901 to define broadband as a wired connection.
· HR 1353: Approve only with amendments
· Authority must be a) limited to spectrum that is already approved for commercial purposes, b) only for bona fide emergencies and c) time-limited.
· HR 1123: Approve only with amendments 
· Amend section 405 to expressly include 5G and to direct DHS/CISA to conduct the cybersecurity study. If it is not practical for DHS to conduct this, at a minimum require Department of Commerce to incorporate input and obtain signoff from DHS.
· HR 4510: Approve only with amendments 
· [bookmark: _Hlk146054000]Delete Title II in its entirety to avoid creating new bureaucracy dedicated to reallocating federal spectrum to commercial users. 
· [bookmark: _Hlk146040044]Amend section 404(c) to include educating the public and local governments on the cybersecurity risks of wireless networks and the cybersecurity benefits of wired networks (such as fiber optics).
· Amend section 405 (same text as HR 1123) to expressly include 5G and direct DHS/CISA to conduct the cybersecurity study of mobile networks.  If it is not practical for DHS to conduct this study, at a minimum, require Department of Commerce to incorporate input and obtain signoff from DHS/CISA.
· [bookmark: _Hlk146053967]Delete section 406 to remove a taxpayer subsidy to promote a new mobile network standard that carries additional security risk.

National Security Risks

S. 1648/ HR 682 (Launch Communications Act) – Diverting Spectrum from the Military
Disapprove.
· S 1648 makes spectrum available for commercial satellite use in three frequency bands; these bands are currently used for critical national security uses, including military satellites, NASA, and NOAA (2025-2110 MHz);[footnoteRef:1] military aircraft telemetry (2200-2290 MHz);[footnoteRef:2] and the National Missile Defense Program (2360-2395 MHz)[footnoteRef:3], among other uses. [1:  https://www.ntia.doc.gov/files/ntia/publications/compendium/2025.00-2110.00_01MAR14.pdf]  [2:  https://www.ntia.doc.gov/files/ntia/publications/compendium/2200.00-2290.00-01MAR14.pdf]  [3:  https://www.ntia.gov/files/ntia/publications/compendium/2360.00-2390.00_01MAR14.pdf] 

· HR 682 is similar; in addition to the three bands above it makes a fourth band available which is used for the air defense missile system (5650-5925 MHz).[footnoteRef:4] [4:  See paragraph 96 https://www.federalregister.gov/documents/2021/06/10/2021-11063/allocation-of-spectrum-for-non-federal-space-launch-operations] 

· These activities are critical functions for national security and should not be subverted for or subordinated to commercial purposes. According to Congress.gov, neither bill has been referred to the Armed Services committee for review in either chamber, nor does the House report indicate any consideration of the impact of these bills on, or input from, the national security community.[footnoteRef:5] [5:  https://www.congress.gov/118/crpt/hrpt156/CRPT-118hrpt156.pdf] 

· In addition to national security users losing access to these frequencies, the spectrum under these bills would be shared for commercial and defense purposes, creating new vulnerability for hacking military communications by domestic or foreign actors, or accidental encroachments by commercial users sharing spectrum. 
· Proponents might argue that spectrum under these bills is only being made occasionally for launches: however given the 5-year lifespan of low Earth orbit satellites,[footnoteRef:6] and 70,000 applications already received,[footnoteRef:7] commercial providers impliedly anticipate at least 14,000 satellites launched per year, just for maintaining the network. The "sharing" of spectrum from national security users would be a daily occurrence, not occasional. [6:  https://www.space.com/spacex-starlink-satellites.html]  [7:  https://www.congress.gov/118/crpt/hrpt157/CRPT-118hrpt157.pdf] 


HR 1338 (Satellite and Telecommunications Streamlining Act) -- Green Lighting Unlimited Additional Satellites
Disapprove.
· Requires the FCC to fast-track approvals of commercial satellites, including 60,000 applications already pending,[footnoteRef:8] and requires that these licenses almost never expire. [8:  https://www.osstp.org/fcc-analysis] 

· Subordinates national security interests by leaving FCC to decide whether or which satellite deployments pose a national security risk.  
· Will increase exponentially the number of satellite launches, satellites in orbit, and collision avoidance maneuvers in space, threatening critical national security infrastructure in space. Starlink made 25,000 collision avoidance maneuvers in just six months from Dec 2022 to May 2023, “to avoid potentially dangerous approaches to other spacecraft and orbital debris, according to a report filed by SpaceX with the U.S. Federal Communications Commission (FCC) on June 30.”[footnoteRef:9],[footnoteRef:10] [9:  https://www.space.com/starlink-satellite-conjunction-increase-threatens-space-sustainability]  [10:  GAO discussed orbital debris in a November 2022 report
https://www.gao.gov/products/gao-23-105005] 

· Orbital debris alone already threatens national security infrastructure, according to GAO.[footnoteRef:11] Experts say that it will only get worse with more satellite launches, as the steep increase in maneuvers “follows an exponential curve leading to concerns that safety of operations in the orbital environment might soon get out of hand.”[footnoteRef:12] [11:  GAO reported in a September 2022 report: "Debris in space can [affect] national security.” 
https://www.gao.gov/products/gao-22-105166]  [12:  https://www.space.com/starlink-satellite-conjunction-increase-threatens-space-sustainability] 

· As described above, we can anticipate at least 14,000 satellites launched per year, just for maintaining the network.[footnoteRef:13] The continuous launching of thousands of satellites without regard to national security or safety in orbit from debris and other satellites, is unsustainable, and it is only a matter of time when U.S. and foreign countries’ satellites collide to pose potentially dangerous national security threats. [13:  https://www.space.com/spacex-starlink-satellites.html] 


HR 3565: (Spectrum Auction Reauthorizing Authority) -- Reauthorizing FCC Auction Authority
Approve only with amendments 
· Delete Titles IV, V, VI, VII, VIII in their entirety to preserve spectrum for federal users, and not allow FCC to ignore input from federal users.  
· Amend section 901 to define broadband as a wired connection.
The issues with HR 3565:
· Reauthorizes FCC spectrum auction authority, which lapsed in March 2023 after objections from the military. 
· Prepares for a spectrum auction of 3.1-3.45 GHz, which is currently used for defense purposes, and which Congressional Research Service reported would cost the Pentagon “hundreds of billions of dollars” to relinquish in order to be re-purposed for commercial use.[footnoteRef:14]  [14:  At a September 2022 NTIA Spectrum Policy Symposium, DOD’s CIO noted “it would take us two decades and hundreds of billions of dollars to be able to refactor and move those radars out of there.” https://sgp.fas.org/crs/misc/IF12351.pdf.] 

· Paves the way to repurpose additional military spectrum for commercial use which could disrupt military operations Seeks to make available 4.4-4.94 GHz for commercial use, which is currently used by all branches of the military, including for controlling drones, and by Department of Energy for counterterrorism known as the “Nation’s Nuclear Fire Department”;[footnoteRef:15] also seeks to make available 7.125-8.5 GHz, which is used by the Defense Satellite Communications System and the Space Force.[footnoteRef:16] [15:  http://web1.see.asso.fr/ICTSR1Newsletter/No003/Band Range 4point4 thru 4 point 99 (1).pdf]  [16:  https://www.fcc.gov/sites/default/files/SpectrumSharingReportforTAC%20%28updated%29.pdf] 

· Contains identical provisions as HR 4510 (section 202 as described below), which subordinates input from federal users, via NTIA, during FCC spectrum reallocation rulemaking.
· Encourages applications for broadband grants that may be used on substandard, insecure wireless infrastructure.

HR 1353 (Advanced Local Emergency Response Telecommunications Parity Act) -- Granting FCC Emergency Spectrum Power 
Approve only with amendments:
· Authority must be a) limited to spectrum that is already approved for commercial purposes, b) only for bona fide emergencies and c) time-limited.
The issues with HR 1353:
· Allows the FCC to grant commercial access to spectrum, otherwise used for national security, on an emergency basis, and forces national security users to engage with commercial providers to consider these uses. 
· Although the purported purpose is for the spectrum to be used on an emergency basis, this bill (a) compels the military to expend resources on commercial interests and (b) does not require that commercial entities act in the interest of national security. 
· With no time limits, this bill could be used as a backdoor for reallocating spectrum without going through the usual process, and unintentionally or unknowingly subverting national security interests.


Cybersecurity Risks

HR 1123 (Understanding Cybersecurity of Mobile Networks Act) — Undermining Infrastructure and Cyber-Security

Approve only with amendments:
· Expressly include 5G in the study of cyber security vulnerabilities of mobile networks.
· Direct that DHS/CISA conduct this study. If it is not practical for DHS to conduct this study, at a minimum, require Department of Commerce to incorporate input and obtain signoff from DHS.
The issues with HR 1123:

· Expressly excludes 5G from a Department of Commerce study on cybersecurity risks without justification for doing so. In fact, there is much justification for including 5G because a) it comprises a substantial portion of today’s mobile networks and b) it poses significantly higher cybersecurity risks.  The security vulnerabilities of 5G networks are well documented.  5G is a distributed, software-based network of digital routers with thousands of nodes and access points that a hacker can exploit; there is no choke point control to quarantine security breaches.[footnoteRef:17]  If a hacker gains control of the 5G software managing the networks, the hacker can also control the 5G network.[footnoteRef:18]  The FCC recognized early on the need to address the security vulnerabilities of 5G.[footnoteRef:19] Former FCC Chairman and former CTIA CEO Tom Wheeler points out that “5G networks are more vulnerable to cyberattacks than their predecessors.”[footnoteRef:20]    [17:  Why 5G Requires New Approaches to Cybersecurity, Tom Wheeler and David Simpson, Brookings Institute, Sept 3, 2019, https://www.wita.org/nextgentrade/why-5g-requires-new-approaches-to-cybersecurity/; see also, Why 5G Networks Are Disrupting The Cybersecurity Industry, Oct 29, 2021,
https://www.forbes.com/sites/forbestechcouncil/2021/10/29/why-5g-networks-are-disrupting-the-cybersecurity-industry/?sh=5186fc041fe9.]  [18:  Why 5G Requires New Approaches to Cybersecurity, Tom Wheeler and David Simpson, Brookings Institute, Sept 3, 2019, https://www.wita.org/nextgentrade/why-5g-requires-new-approaches-to-cybersecurity/.]  [19:  https://docs.fcc.gov/public/attachments/DOC-343096A1.pdf.]  [20:  Why 5G Requires New Approaches to Cybersecurity, Tom Wheeler and David Simpson, Brookings Institute, Sept 3, 2019, https://www.wita.org/nextgentrade/why-5g-requires-new-approaches-to-cybersecurity/.] 

· Nominates the Assistant Secretary of Commerce for Communications and Information to conduct the study when the Department of Homeland Security (DHS) and its Cybersecurity and Infrastructure Security Agency (CISA) have far greater domain expertise and independence from influence of the wireless industry. There is no need to create competition and incoherence among federal agencies, when one agency is already responsible for this critically important task.  The mission of Department of Commerce is to promote industry,[footnoteRef:21] whereas the mission of DHS is to protect national security.[footnoteRef:22] CISA is better suited for the task as it is already responsible for “overseeing 16 critical infrastructure sectors, communications being one.”[footnoteRef:23] [21:  Department of Commerce's mission is to "strengthen domestic industry"
https://www.commerce.gov/about]  [22:  https://www.dhs.gov/mission]  [23:  https://www.brookings.edu/articles/protecting-the-cybersecurity-of-americas-networks/.] 

· Supports and accelerates increasing reliance and dependence on wireless-based infrastructure, which will impair resilience and increase vulnerability at all levels of government—federal, state, and local—to cyberattacks. Local communities are highly vulnerable and prime targets for cyber-attacks.  For instance, in NYC, it was pointed out at length in a 2020 letter from the Chief Technology Officer and Chief Information Security Officer of NYC to the National Telecommunications and Information Administration (NTIA).[footnoteRef:24]   A Brookings Institution report points to the “5G Cyber Paradox,” because as 5G networks “improve the efficiency and capabilities of the communications infrastructure… they introduce new security vulnerabilities that threaten both the networks and those who rely on network connectivity.”[footnoteRef:25]  This can also imperil national security and homeland security. This appears to be a design flaw inherent in 5G architecture and execution. Therefore, there is ample justification that the study of the cyber security of 5G protocols and networks should be expressly included in the bill. No report on mobile networks could be considered comprehensive without including 5G, which makes up an increasingly large part of wireless networks today and in the future. [24:  https://www.dropbox.com/scl/fi/0cxjktjxstmb825gqih25/NYC-Comments-5G-to-NTIA-6-25-20.pdf?rlkey=dgmc3m04dxd57qfz7z1g12ckh&dl=0.  The letter states, in relevant part: “Such complex systems [5G] present more opportunities for security and privacy breaches. By moving away from firmware-based technology of 4G telecommunication components to software-based 5G telecommunication components that will need to be updated, the opportunity for manipulation exists within the supply chain. Furthermore, movement away from centralized network systems to decentralized network systems increases the attack surface of a network. That increased attack surface is amplified by the anticipated introduction of the increasing number and variety of connected devices (IoT) and big data industries … The problem of IoT vulnerabilities will only become exacerbated by the increased speeds of 5G and other future wireless broadband technologies … IoT protection is historically poor and malware distribution is easily scalable, which suggests that the creation of IoT botnets (“robot networks”) for malicious purposes, including large-scale distributed denial of service (DoS) attacks, is likely to increase as well. This poses a significant threat to vital digital infrastructure and resident services at all levels of government, as well as private sector enterprise.”]  [25:  https://www.lawfaremedia.org/article/lawfare-podcast-tom-wheeler-and-dave-simpson-making-5g-secure.] 


HR 4510 (NTIA Reauthorization Act of 2023) —Subordinating the Pentagon to Centralized Authority of the NTIA and FCC
Approve only with amendments:
· Delete Title II in its entirety (which includes section 202 referenced below) to avoid creating new bureaucracy dedicated to reallocating federal spectrum to commercial users.
· Amend section 404(c) to include educating the public and local governments on the cybersecurity risks of wireless networks and the cybersecurity benefits of wired networks (such as fiber optics).
· Amend section 405 (same text as HR 1123) to expressly include 5G and direct DHS/CISA to conduct the cybersecurity study of mobile networks.  If it is not practical for DHS to conduct this study, at a minimum, require Department of Commerce to incorporate input and obtain signoff from DHS/CISA.
· Delete section 406 to remove a taxpayer subsidy to promote a new mobile network standard that carries additional security risk.[footnoteRef:26]  [26:  https://www.cisa.gov/sites/default/files/publications/open-radio-access-network-security-considerations_508.pdf] 


The issues with HR 4510:
· Incorporates HR 1123 language.  All issues cited above for HR 1123 are incorporated hereby reference.
· Subordinates all federal spectrum users, including Dept of Defense (DOD), by requiring them first to submit their comments to NTIA, which in turn will filter and summarize them for FCC (as set out in section 202).   
· Allows the FCC, when engaging in rulemaking to reallocate spectrum from other federal users, such as Dept of Defense (DOD) and the Federal Aviation Administration (FAA) to commercial uses, to ignore comments and record evidence from other federal agencies, unless they are filtered through NTIA.  For instance, if DOD is required to share its spectrum, it “will create … security vulnerabilities” and increase “the risk of connectivity interruptions for DOD operators.”[footnoteRef:27] [27:  https://media.defense.gov/2019/Apr/03/2002109302/-1/-1/0/DIB_5G_study_04.03.19.pdf] 

· Incorporates language from HR 1345 (NTIA Policy and Cybersecurity Act) for the NTIA to develop policies that promote “security and resilience to cybersecurity incidents,”[footnoteRef:28] even though the NTIA does not have expertise in cybersecurity. [28:  https://www.congress.gov/bill/118th-congress/house-bill/1345.] 

· Codifies in statute and expands the scope of NTIA’s Institute for Telecommunication Sciences (ITS), with a mandate to “promote activities relating to access to federal spectrum by nonfederal users” and facilitate ways to “enhance” sharing electromagnetic spectrum between federal and nonfederal users. In other words, ITS would include an office of the bureaucracy dedicated to finding ways to reallocate spectrum away from national security users and make it available for commercial purposes. Note: HR 1343 contains identical language expanding ITS and already passed unanimously in the House and is currently pending before the Senate Commerce Committee.
· Allows ITS to receive direct payments and royalties from industry, which ITS can use for its own budget and for direct payments to government employees. The bill also creates an NTIA slush fund to receive payments from industry which can be spent at the discretion of the Assistant Secretary of Commerce. In effect, NTIA and its individual employees could be paid by industry to facilitate taking spectrum away from national security users, creating an irreconcilable conflict of interest between these commercial payments on the one hand and, on the other hand, national security, homeland security, and cybersecurity.
· Incorporates language from HR 1340 (Open RAN Networks Act), which promotes a new mobile network standard that could lead to “severe security” issues.[footnoteRef:29] [29:  https://www.sciencedirect.com/science/article/pii/S1084804523000401] 


This letter has summarized serious cybersecurity and national security risks.  Your immediate action is requested.
Respectfully,

National Call for Safe Technology
https://www.TheNationalCall.org
hello@thenationalcall.org
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